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ABSTRACT

Cyber-attacks are growing in number and attackers are focusing more deeply inside banks.
Financial institutions execute some of the most important, critical and confidential
transactions and are more at risk from cyber attacks. Recently, several robberies were made
using SWIFT messaging interfaces, which has caused an alarm in the financial world, since
SWIFT is the end point to financial transactions for most financial institutions around the
world. In this paper we refer to Bangladesh Bank robbery as a case study, analyze what
happened from the information available on the Web and come to conclusions about how this
incident could have been prevented. Starting from this case, our scope for this paper is to
explain how to prevent similar incidents in Albanian financial institutions. In order to do so,
we use a list of security areas that usually take place in local infrastructures and compare
against the local infrastructures in several Albanian institutions. We then list the
vulnerabilities that we found and recommend how to improve them. Also, we found some
strong security points. The security of local environments lies beyond SWIFT local
infrastructure. The findings and recommendations of this paper can be applied in every
system that needs high security.
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