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ABSTRACT

In this paper, we design a module to prevent cracks in the password set in Excel VBA. After
the Excel VBA program, set the password to block access to the source code for critical code.
Design the module so that access to the source code can be blocked by changing the
password for the password set in Excel VBA. Design the Excel VBA program file separation
structure to block access to the password set in VBA. We implemented the proposed design
in this paper. Experiments were performed on actual implementation of the Excel file. As a
result of experiments, it was confirmed that Excel VBA password access can be blocked.
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1. INTRODUCTION

This paper proposes a structure to protect the Excel VBA program source code that we
frequently use in everyday life. Excel VBA (Visual Basic for Applications) is used to more
easily and conveniently handle repetitive work on data in complex Excel sheets. VBA
program functionality is included in Excel basically.

VBA programs are used in many areas. VBA programs can be used to automatically process
large amounts of data in Excel. Excel VBA is available in many areas. Excel VBA is used in
various fields such as customer management, student performance management, budget
measurement and forecast management, data processing and analysis related to science, and
chart management using data.

The advantage of the Excel VBA program is that it can be used if you have only the Excel
program installed, without having to install the compiler like a normal program language.
Because of this convenience, many people are using Excel VBA programs. That is, the VBA
code is run as a host application program rather than as a stand-alone program.

The Excel VBA program structure supports the OLE (Object Linking and Embedding)
structure of existing MS Office programs. The inside of the OLE file format has the same file
system structure as one small hard disk. The concept of folders and storage and streams is
inside the OLE file.

This paper implements a separation module for safe use of VBA programs in Excel. This
allows you to safeguard and manage VBA programs in Excel.

In this paper, we describe related works on Chapter 2, VBA program separation structure
implementation on Chapter 3, experiment on Chapter 4, and conclusion on Chapter 5.
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2. RELATED RESESRCHES

Spreadsheets are often used as user-friendly tasks. We use VBA programs to perform data
processing in Excel more smoothly and quickly. Spreadsheet macro programming has
changed and developed tremendously over the last 12 years. Spreadsheets have evolved into
the current Excel format through various developments and changes [1, 3, 5].

When Excel 5 came out in 1994, it was very popular. Like previous versions, spreadsheets
have been evaluated and used as having various features. Excel 5 is the first version of VBA
to be introduced. Since then, the version of Excel 95 has been released, and improvements in
functionality and performance have been made. The Excel 95 version also has some
improvements in VBA functionality.

In recent years, there has been an increase in cases of Excel file security violation using VBA
macros. The VBA macro facility is convenient to use. On the other hand, it is easy for an
attacker to attack [6, 7].

Easy access for general users could be disadvantages to spreadsheet applications. It is
convenient for anyone to easily access the application in the spreadsheet, but it can cause
problems in the management of the application.

In many cases, a programming language is used to process data in a spreadsheet. The ability
to effectively protect source code for these programming languages is important. And it is
also important to guarantee data integrity within the spreadsheet. [1, 2, 8, 9].

3. MODULE WITHOUT VBA PROGRAM

The VBA program provides a variety of programs that can conveniently handle Excel data.
Unlike existing programs, VBA programs do not require a compiler, and can be used by
anyone who has Excel installed.

A VBA program does not generate object code in an interpreter manner. Therefore, it runs in
the form of executing the program using the source code. Running in this way, it is not easy
to keep the VBA source code from being exposed.

Program source code is an important intellectual property. Therefore, it is important to
manage and keep them from exposure. The VBA program has an OLE (Object Linking and
Embedding) structure. OLE files (or COM Structured Storage) formats have been used as
document formats for Word, Excel, and PowerPoint in the Microsoft Office. The inside of the
OLE file format has the same file system structure as one small hard disk. Therefore, the
inside of an OLE file has a concept of a folder and a file. An OLE file is largely divided into
two blocks. They are a header block and a data block. The header block has a size of 512
bytes, and the data block has 512 bytes or more. The header block contains the main
information of the whole OLE file, and the data block has the information below.

In particular, the Excel file has a compressed file structure. The internal structure of the
compressed file is shown in Figure 1.
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Figure 1 Internal Structure after Decompressing Excel File

The internal structure of the file after decompression is shown in the above Figure 1. The
configuration in the file consists of folders _rels, docPros, and xI.

« rels (Folder): "/ rels/.rels" is an XML file that stores the relationship at the start package
level.

* docProps (Folder): This folder contains two files, app.xml and core.xml. The files in this
folder have some metadata. The core.xml file contains information about the author, the
modifier, the data created, and the date stored. On the other hand, app.xml has information
about the contents of the file.

xl (Folder): This folder contains most of the information. Basically, there are subfolders of
" rels", "theme", and "worksheets" and two additional XML files, styles.xml and
workbook.xml. If the VBA program is included, the vbaProject.bin file is included.

* [Content Types] .xml: The XML file [Content Types] is the only file at this level. It
contains reference information for the XML files contained in the above folders.

Excel provides VBA program functionality for convenient data processing. It is stored and
managed as data in an Excel file. As mentioned earlier, when you unzip the file, most of the
information is in the xI folder. Such a structure is very vulnerable to security.

In this paper, we propose a security enhancement structure in VBA program operation
structure. For VBA program source code security, we propose the following structure that is
different from the existing one.

Excel —_— Excel

VBA Program \
VBA Program

Figure 2 Structure of VBA Independent Modules

The structure for separating VBA program into independent modules from excel files is
shown in Figure 2. Existing Excel file contains VBA program. In this paper, we want to
separate VBA program into independent modules. VBA program modules separated from
Excel will be separated from Excel into independent modules.
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To separate the VBA program module from the Excel file, you need to convert the Excel file
to a compressed file and decompress it. When it is unzipped, there is a vbaproject.bin file that
stores the VBA program source code in the xI folder. The vbaproject.bin file will be detached
from the archive. If this file is separated from the Excel file, the structure of Excel will be the
same as without VBA program.

By separating vbaproject.bin VBA program source code module from Excel file, it is
impossible to use VBA programs.

Xlsx extension release Extract Vba Projectbin

- zip exchange compression file file

Excel file

Store compressionfile 1 Change zip extension to xlsx

Vba program file

Figure 3 VBA Separation as Independent Modules.

To separate the VBA program from the Excel file, it converts the extension xlIsx of the Excel
file to zip. It releases the compressed file for an Excel file whose extension has been
converted to zip. When unzipped the file, only the vbaproject.bin file will be extracted. It can
avoid security risks by isolating the vbaproject.bin file from the Excel file.

After extracting the vbaproject.bin file, it saves the compressed file newly. It converts the
extension of the newly saved zip file to xIsx. Then the Excel file will be saved as without the
VBA program module.

It inserts a guiding module for the use of vbaproject.bin instead of the vbaproject.bin file,
indicating that the VBA program cannot be run if there is no permission.

If the user can not use vbaproject.bin module, he / she will be informed that it can not be
used. On the other hand, if the user can use the vbaproject.bin module, he / she can use the
module connection guide.

For users who can use the vbaproject.bin module, the vbaproject.bin file can be added to the
Excel file.

Excel xlsx

Unzip Excel Save New ‘ ‘
Extension ~— —— ¥ Excel +— " Zip Extension — xlsx

File File

T

VBA

Program

— zZip

Figure 4 Add VBA Independent Module into Excel

The process of adding a VBA program module to an Excel file is shown in Figure 4. To add a
VBA program module, it changes the extension of the Excel file to zip. Then it decompresses
the zip file. After decompressing, it inserts the vbaproject.bin file into the uncompressed
Excel file. After adding vbaproject.bin to the excel file, it saves the excel file. It changes the
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4. EXPERIMENT

In this paper, we implemented and experimented VBA program independent module system.
The environment for implementation and experiment use Excel 2013 version. We designed
and implemented VBA program independent module using Excel 2013 version.

We performed experiments on the implementation of the VBA program independent module
system proposed in this paper. In the experiment, we first isolate the VBA program module.
The process of isolating the VBA program module is shown Figure 5.
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(b) Contents of the file after extracting vbaproject.bin

Figure 5 Separating into a VBA Independent Module

Figure 5 shows the process of isolating a VBA program module from an Excel file. To
separate the VBA program module from the excel file, we change it to zip extension and
decompress it. After decompressing, we extract vbaproject.bin file and then save the zip file.
we convert the extension of the compressed archive to xIsx.

Once you have removed the VBA program module, there are no more VBA program
modules in the Excel file. If you want to use the VBA program, you will install the user guide
module instead. Figure 6 shows the installation process of VBA program module.
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VBA program users must be authenticated

(c) Guide Module Screen
Figure 6 Equipped with Guide Module Function

Figure 6 shows the installation process of the guide module for using the VBA program. With
this module, users can get guidance on using the VBA program. It is a function that can be
informed about how to use VBA program. If he/she is an authorized user who can use the
VBA program module, he/she needs to install the VBA program module in Excel. This
allows the user to install and use the VBA program.

v B test3zip “

s
docProps
v. A
: rels
| daings

_rels

drawings
printerSettings
theme
workshests

printerSettings 2] calcChainaml 999 6364 85%
L theme 2] sharedStrings.xml M3 180 T5%
workshests 12 stylesxml 1107 4412 T5%

|| workbook xm| 1,009 4705 7%

(a) Case without VBA Independent Module

v test%[;‘\f s
éupmps drawings
M printerSettings
e theme
-/ | drawings Worksheets
- printerSettings & calcChainzml 999 6364 85%
- theme £ sharedStrings.xml 3 179 75%
- workshests & stylesxml 1,107 441 7%
HvbaProject bin 85343 36000 6%
£|workbookml 1,009 4705 1%

(b) Case with VBA Independent Module

Figure 7 VBA Independent Module Mounting

Figure 7 shows the process of loading a VBA program module. If the user is an authorized
user, he/she can use the VBA program in Excel. To install the VBA program module, it
converts the extension of the Excel file to zip. It extracts the compressed file. Then, the guide
module program is removed. Then, it inserts the VBA program module. After inserting, it
saves the file. It converts the extension of the compressed archive to xIsx.

5. CONCLUSION

This paper proposes a system structure for secure protection of VBA program source code
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used for data processing in Excel. For the safe use of VBA programs, we propose an
independent structure from Excel. We separate VBA program module from Excel file and
add VBA program module to excel file only for authorized user. This makes VBA program
modules more secure.

In order to separate VBA program modules from Excel, it follows the fixed procedure. It
changes the extension of the Excel file to zip archive. Then, the compressed file is released. It
extracts the VBA program module from the compressed file. It then saves the zip file. It
converts the extension of the compressed file to xIsx. After this process, the VBA program
will be saved as Excel file.

After saving it as an Excel file without a VBA program, it adds a module to guide users.
Users can get instructions on using the VBA program. If the user is an authorized user, he/she
inserts the VBA program module so that it can be used.

We performed experiments on the VBA independent module structure proposed in this paper.
As a result of the experiment, it was confirmed that the extraction and insertion of VBA
program is normally performed well.
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