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ABSTRACT

This paper designs an access control system for the PowerPoint (MS PowerPoint) document
system. The system designed in this paper is to analyze the PowerPoint document structure
and modify the information related with the document, so that it blocks access of the user
who does not have rights to access the modified information. This ensures the safe use of
PowerPoint documents. The proposed idea in this paper are actually implemented and tested.
As a result of the experiment on the proposed idea of this paper, it confirmed that the
operation is normal.
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INTRODUCTION

Document-related functions have become an indispensable function in our day-to-day
business operations. There are many document systems, among which documents related to
presentations are often used by many people. In particular, Microsoft PowerPoint is widely
used as a presentation document.

Documents stored for presentation may be less important than other documents, but they
often contain important data. Therefore, security is important in storing documents for
presentations.

In recent years, everything you write in your work is stored as digital documents. In
particular, the presentation of the company's technical contents and business related contents
is saved as digital documents. The management of such digital documents is becoming more
important as the number of users increases.

Most users around the world are using Microsoft PowerPoint to create presentations.
Document security for Microsoft PowerPoint is also becoming important. In Microsoft 2003
and earlier versions, the Microsoft PowerPoint file format was stored as a compound
document file. 2007 and later versions were saved as Office Open XML (OOXML) files.

Recent studies on document security are under way, focused on security technology through
document encryption and centralized management of documents. This paper designs the main
data separation system when using the MS-PowerPoint document which is the most used in
the presentation of data worldwide. Chapter 2 describes the related studies, Chapter 3
describes the design of the MS-PowerPoint document, and Chapter 4 describes the
experiments and results of the designed system.
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RELATED RESEARCHES

PowerPoint files are widely used throughout the world as a program to organize
presentations. Nevertheless, research on the structure and security of PowerPoint files is not
very active. PowerPoint files often contain important content that is edited, saved, and
archived [1, 2, 3, 7].

MS PowerPoint files prior to 2007, have internal format content types for storage (for
example, text, images, templates, etc.) and use compound document files in external formats.
MS PowerPoint files consist of a record tree. If there is another record in the record, it is
called the "container." If the record contains data, this record is called "atom." Records
cannot have both records and data [4, 5, 6].

The record contains the record header and its data, and the record header contains the type
and length of the record. Fig. 1 shows the container containing the other records.

Record Header Record Header Data (40 bytes) Records ......
This is a container. This is an atem.
Type: Document Type: DocumentAtom
Length: 964 bytes Length: 40 bytes

Figure 1 PPT Data in a Container

MS PowerPoint applications store the basic contents of the file into a PowerPoint document
stream. Fig. 2 shows a simple representation of the structure. The example file shown in Fig.
2 is structured as follows:

- 1 MasterSlide object;

- 2 more Slide objects;

- 2 more Picture objects and OLE objects.

Record Type : Document
A variety of information about the main contents
{e.g., Slide List)

Record Type : MainMaster
MasterSlide object

Record Type : Slide
Slide object 1

Record Type : Slide
Slide object 2

Record Type : ExOleObjStg
Picture object 1

Record Type : ExOleObjStg
Picture object 2

Metadata to access all the objects inside a file

=PowerPoint Document Stream>=>

Figure 1 Structure of PowerPoint Document Stream

Generally, PowerPoint files are executed in the order shown in Fig. 2. Existing studies are
mainly focused on forensic research on PowerPoint files. They are conducting researches that
are used for forensic analysis, using various information managed within the PowerPoint file.
And they are analyzing contents deletion and modification information managed in the
PowerPoint file. There are also research papers that examine deleted or edited contents of
files using residual information generated by the " allow fast saves " function.
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DESIGN of MAIN DATA SEPARATION SYSTEM

In this paper, we design the main data separation system from the PowerPoint file. We design
the access control system for separating the main data from PowerPoint file. In the case of a
PowerPoint file, it is an OOXML(Office Open XML) document. For this document file, one
package is a generic ZIP archive containing the package's content-type, relationship, and part
items. The package-relationship ZIP item stores the relationship information between the part
and the package, and the part-relationship ZIP item stores the relationship information
between the various parts [8, 9].

Fig. 3 shows the actual look within the ZIP structure of the power point file. The power point
document in the ZIP file format contains compressed parts and related items in a container
called a package.

ZIP Package

Part

]

Part __ Relationship

Part

Figure 3 Internal Structure of ZIP File

Design of Separation System

The MS PowerPoint file stores the document contents in the divided parts rather than in a
single part. The slides folder contains the actual data in the PowerPoint file. This folder
contains the data that is written in the PowerPoint.

In this paper, we design a system to protect core data in the PowerPoint. We design a
structure to separate core data from the original file to protect core files. The following is a
look inside the file, after decompressing the PowerPoint file.

v PPT security test
_rels
docProps
A ppt
_rels
slideLayouts

slideM asters

Figure 4 Folder Aspect after Decompressing PowerPoint File
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After the decompression of the PowerPoint file shown in Fig. 4, the folder where the

important data is stored in the folder is shown in Fig. 5.

- FPT security test
_rels
docProps
~ ppt
_rels
slideLayouts
slideMasters

theme

Figure 5 Main Data Folder within the PowerPoint File

As shown in the Fig. 5 above, the PowerPoint file structure contains data files in the slides
folder in the ppt folder. This slides folder should be separated from the PowerPoint file to

ensure safe use of PowerPoint.

In the above PowerPoint file, we separate the slides folder from the original PowerPoint file.
The structure of the PowerPoint file after the separation is as Fig. 6.

[=]
i
It
A
o

_rels 20128-0
=) slide? xml
= slide2 xml
=) slide3 xml
= slided.xml
=) slideS xml
= slideB.xml

=) slide7 xml

Figure 6 Separation File of Key Data

The flow of the proposed system design is shown in the following Fig. 7.

Progressive Academic Publishing

idpublications.org]



European Journal of Engineering and Technology Vol. 7 No. 5, 2019
ISSN 2056-5860

power point module

+
file module

ppt Separation/Merge

data module

Figure 7 Process of PowerPoint Separation and Merging

The Fig. 7 diagram is the proposed system structure that separates and merges the main data
from the PowerPoint file. We separate the power point module and the data module from the
power point file through the separation module. By separating the data module from the
PowerPoint file, you can safely protect important data.

Separate data modules from the PowerPoint file can be stored separately for safe data
management. If you want to use separate data from the PowerPoint file, you must merge the
data module into the PowerPoint file. The merge module allows you to merge the data
module into the original PowerPoint file.

In the important data separation system proposed in this paper, the slides folder should be put
in the original file, when users want to use PowerPoint. After adding the slides folder to the
original PowerPoint file, the internal structure of the PowerPoint file is shown in Fig. 4. By
adding the folder containing important data, the user can use it like the original PowerPoint
file.

EXPERIMENT

This paper uses MS PowerPoint version 2013 for experiments. Experiments on the design of
the main data separation system are performed in the proposed PowerPoint file. We prepare a
PowerPoint file for the experiment. Using the prepared PowerPoint file, we first change the
extension name of the PowerPoint file from pptx to zip.

The contents of the original PowerPoint file are shown in the following Fig. 8.

PPT E OF E|2E(1)
- PPT 22t H| =
= PPT 222t H|~=
- PPT =2t HA~=
= PPT &2t B~ =
- PPT =2t B~ =
- PPT H2F HI A~ E
- PPT = QF B~

Figure 8 Contents of PowerPoint File

We use a test file to test the design of the main document separation system in PowerPoint.
The file for testing is shown in Fig. 8 above. We change the file extension from pptx to zip, to
separate main document of the PowerPoint. After changing the extension to zip and
decompressing it, the inside of the PowerPoint file is the same as the above Fig. 4.

In this compressed file, the PowerPoint folder containing the main document content is ppt /
slides. Inside this folder, you can see slides1.xIm through slides7.xml. When the slides2.xml
file is extracted and opened, the contents are as follows Fig. 9.
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Figure 9 Figure of Opening File after Separating Main Data

You can see that the contents of the original ppt file are stored in xml format in the
slides2.xml file. When you open the ppt file after doing so, the screen is shown Fig. 10.

N = micE == 1own e e = = ERron
S~ | il s e

] o2 e mm T = e - G me - [ mTEme

—sE i

Figure 10 Open Appearance of Separated Key Files

After separating the main data from the PowerPoint file and saving it as a PowerPoint file and
opening the file, it is the same as Fig. 10. You can see that the main data is separated from the
PowerPoint file. If you add the separated main data to the PowerPoint file, the result of the
experiment is shown in Fig. 8. As a result of this experiment, it is confirmed that the main
data can be added to the PowerPoint file, if the user wants to use the data after separating the
main data from the PowerPoint file.

CONCLUSION

This paper designs a main data separation system for PowerPoint files which are the most
commonly used in the world. PowerPoint files are widely used to generate and store
presentation materials. In this paper, we analyze the structure of the PowerPoint file and
design a system that separates the main data within the PowerPoint file, based on the
analyzed structure. By doing this, you have the advantage of keeping separate important data
stored in the PowerPoint file.

The main data separation system in the PowerPoint file utilizes that the structure of OOXML
in the PowerPoint file. PowerPoint files in OOXML are stored in compressed format. You
can uncompress the file stored in compressed format to find the main data file. If you extract
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it from the PowerPoint file, the folder containing the main data is ppt / slides. This folder
contains related resources of the PowerPoint.

It locates the ppt / slides folder in the PowerPoint file. It separates the files in this folder from
the PowerPoint file. The main xml file is separated from the PowerPoint file and saved. Then,
the original compressed file is saved. Then it will be created like the original PowerPoint file.
When using the generated PowerPoint file, data cannot be read normally.
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